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1

Overview

Rustenburg Local Municipality (RLM) is the leading municipality in the North-West Province. Rustenburg is the
capital of Bojanala District. The vision driving RLM is to make Rustenburg a world-class city with a diversified
economy offering advanced services to its citizens and being home to leading industries. The current reality is that
Rustenburg is highly dependent on mining. The major source of income and employment comes from the many
mines operating in the municipal area. It is home to the largest platinum mines in the world. Taking a leaf from
other cities that have been built on the basis of a major mining industry Rustenburg has chosen a trajectory that
takes it towards a diversified metropolis with world class amenities by 2025.
1. RLM has defined a vision with 6 key components in its City Development Strategy (CDS) document.
These are:
a. A city with a diversified and resilient economy
b. A city with a logical and well-planned spatial structure supported and sustained by high
quality Infrastructure.
c. city with an appropriately skilled labor force.
d. A city where citizens enjoy a high quality of life.
e. A city renowned for sustainable use and effective management of natural resources.
f.

A city which is well-governed by a municipal administration providing decisive leadership.

For the municipality to achieve its vision it is necessary that the IT Unit provide an enabling environment by
providing solution s to support all the critical business processes. Development of the IT infrastructure is driven
by a strategy and the purpose of this document is to outline the IT strategy. The IT Strategy is a strategy for the
whole municipality and is aligned with the needs of the organization and its members. Delivery of the Strategy
will be based on good governance, project and service management, coupled with high quality reliable, sustainable
IT Services.
2

Vision

The vision of the IT Unit is support municipal operational excellence through use of technology.
3

Mission

Our mission is to enhance municipality operations by using IT for supporting and enabling people to fulfill their
roles. Information resources and tools must be accessible and well integrated to facilitate efficient and effective
operation of the key processes of the municipality.
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4

Values

5

Scope

This is a strategy for the whole municipality. It is intended to encompass the applications of Information
Technology in all areas: i.e. all departments.
Therefore all staff of the municipality are stakeholders.
The strategy encompasses the following areas:
a. Systems - to support corporate and departmental needs (e.g. for financial, HR, departmental and
customer management)
b. Services - help, support, training, systems development, business and systems analysis, program
and project management
c. Infrastructure – networking and computing environments
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These require clear, well defined, agreed IT management and governance structures in order to deliver
the aims and objectives of this IT Strategy. Implementation of the IT Strategy will be managed through
a set of inter-related programs and projects. Inevitably it will evolve over time but the Strategy is intended
to set direction for the period 2020 to 2024.
The IT Strategy is harmonized with the Master Systems Plan. It uses the principles enshrined in the
Master Systems Plan as a guideline to how municipal system ought to evolve in the next three years.
The IT Strategy also builds on long-standing common sense principles and best practices of Information
Strategy.

Figure 1 Relating IT Strategy to other plans
In Figure 1 above is depicted how the IT Strategy relates to other documents and principles. It is important to note
that the primary source of IT Strategy goals is the municipal vision and goals. The Master Systems Plan provides
a framework that outlines how different systems interact in achievement of municipal goals. The IT strategy
provides a program of action within a limited period (4 years in this case) in pursuance of corporate goals.
6

SWOT Analysis
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A strategy is a general approach towards attaining specified objectives. It is a plan that starts with identification of
organizational goals and defines how to realize these goals. A strategy has to be realistic and match the current
context to the required resources to transform the current status quo to the desired future state. As such the analysis
of the status quo is a necessary starting point towards developing a realistic strategy.
The table below gives an analysis of the current state using the different dimensions of infrastructure, software,
skills, contractor relationships, attitudes towards technology and resource availability.

Strengths
Infrastructure





New infrastructure for

Challenges


Campus network is old

servers using virtualized

needs to be revamped;

environment installed.

becoming a bottleneck.

Disaster Recovery site
established and linked
over 10Gbps high-speed
link enabling live
replication of
information and
operational state of
servers.

Software





Some applications

No CRM - information is

installed in virtualized

scattered around

environment.

organization in different

Mature HR system (Sage

places

300)






system

Mature Financial system
(Sage Evolution)

No ERP as core financial



No project management
system



No Enterprise Content
Management



Lack of integration of
systems to ensure
automatic of information
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exchange during
transaction


Lack of Business
Intelligence



Bypass of IT Unit in
purchase of applications
to support Departmental
Processes e.g. Traffic and
Electricity

Skills



Adequate skills for end



user support


Contractor Relationships



Users generally

Lack of skills to support
complex applications



Dependence on

comfortable in using

outsource providers for

technology

critical systems

Good relationship with



some suppliers

Being at mercy of certain
suppliers who take
advantage of lack of inhouse skills



Challenges in terms of
switching suppliers; lack
of in-house competency
makes supplier transition
difficult and municipality
open to sabotage.

Attitudes towards technology



Council is very



Most staff are

(management, staff, clients,

comfortable with

comfortable with their

Council, funders, donors)

technology and pushing

current processes and

us to improve in this

are reluctant to change.

area.
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Hard to get funding for

Management interested

technology projects.


Lack of appreciation that
IT is coming off a very
low level of maturity and
therefore requires more
time (to reach higher
level maturity) and more
financial resources (to
revamp existing
infrastructure)

Resources



Municipality has



More resources required

allocated reasonable

on an aggressive

amount of financial

program to automate

resources to support IT

business processes


The history of disjoint
investments by
departments results in
spreading IT expenditure
too thin

Other
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IT Goals

Figure 2 Different facets of IT Strategy
IT Strategy is not necessarily a technology strategy. It is wider than just a technology strategy as it encompasses
technology, governance, security, people and process areas as shown in Figure 2 above. A comprehensive IT
Strategy must cover all the different facets.
The following are the IT goals in the period 2020 to 2024.
7.1

Technology Goals
a. Servers technology: - Ensure all applications run on virtual servers. Microsoft Hyper-V is the
selected virtualization platform. Standardize server builds and have snapshot backup regularly of
all Virtual Machines using tape
b. Network: Ensure network is upgraded to support converged services. Implement best practice
network architecture. Ensure all network configuration backed up.
c. Security: Design and implement best practice security with unified threat management.
d. Implement Virtual Meeting(IVM) using Microsoft Teams (MTs)
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e. Implement QoS

Figure 3 Application Framework
a. Implement Document Management System to ensure integration of different systems
b. Ensure application integration
c. Implement business application framework (see Figure 3 above)
d. Design and implement a mobility strategy
e. Create an Application Roadmap based on business requirements of different departments
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7.1.1

Technology Assets
Item

Desktop computers

Description

Replacement

About 700 desktops all based on

Replace in late 2022 with new

latest i3, i5 and i7 Intel processors.

machines. Consider moving to

Operating system upgraded to

upgrade windows at this time.

Windows 7.
Laptop computers

Laptops deployed for senior staff.

Replace in late 2023.

Tablets

Apple iPads and Samsung Galaxy

Refresh in late 2022

Notes deployed
Servers

Dell Blade Servers Quadcore

Additional Servers to match
increasing workloads in late 2020

Internet connection

Dedicated ADSL connection shared Ongoing cost.
over the LAN.

Printers

Many multifunction printers

Outsource the services in mid-2021

LAN

Local area network in place for all

LAN refresh 2022 to increase

computers. Windows AD Domain

functionality and capacity

implemented
Wireless

Wireless access implemented for

Increase the wireless capacity to

smartphones, laptops, desktops and cater for increased utilization by

Finance System

tablets

mobile users

SAGE implemented

Need to ensure the effectiveness of
the ERP Solution by 2021

Project Management

No project management application Need to implement enterprise
project management system in 2021

HR System

SAGE 300 installed

Get full-fledged HR system in
conjunction with ERP

Contract Management/License

Manual

Management

RUSTENBURG LOCAL MUNICIPALITY
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.2

People Goals

People are key to implementing IT Strategy. The level of maturity of the IT environment is directly related to the
competences within the IT team. To that end the following people goals form part of the IT strategy:
1. Implement organization structure as suggested in the Master Systems Plan.

Figure 4 IT Unit Structure
2. Skills upgrade: - put every IT team member on a development plan to ensure skills are upgraded within
the team
3. Management training for those appointed at supervisory levels
4. Institute a program for recognizing and rewarding excellence in the team
5. Establish tradition of being a customer-focused organization
7.3

Governance Goals

Municipalities across South Africa have been facing rapid inevitable change and economic pressure to improve
service delivery through the maximization of administrative and operational efficiencies. In this environment, the
effective use of information technology (IT) is a key success factor enabling municipal agility and the ability to
respond speedily to citizens’ demand for services. In South Africa, Vision 2030 describes an inclusive information
society in which the use of IT will be harnessed to ensure that everyone has fast, reliable and affordable access to
information and knowledge that will enable them to participate meaningfully in the community and economy.
[Presidential National Commission on Information Society & Development, “Towards an Inclusive Information
Society for South Africa, A Country Report to Government”, November 2005].
IT governance is dealt with in detail in King IV. King IV recognizes that IT has become an integral part of doing
business today, as it is fundamental to the support, sustainability and growth of organizations. IT cuts across all
RUSTENBURG LOCAL MUNICIPALITY
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aspects, components and processes and is therefore not only an operational enabler for an organization, but an
important strategic asset, which can be leveraged to create opportunities and to facilitate service delivery.
However, as well as being a strategic asset to the organization, IT also presents organizations with significant risks.
The strategic assets of IT and its related risks and constraints should be well governed and controlled to ensure
that IT supports the strategic objectives of the organization. The National Treasury Risk Management Framework,
which is applicable to all public-sector institutions, encourages public-sector institutions to adhere to the principles
espoused in the third King Report on Corporate Governance 2009 (King III), given its promotion of an advanced
level of institutional conduct. Since King IV has superseded King III, this suggests an endorsement of the
principles embodied in King IV. This framework comprehensively articulates IT risk management processes in
the government sector.
In exercising their duty of care, councilors should ensure that prudent and reasonable steps have been taken in
regard to IT governance.
IT governance shall focus on:
1. Strategic alignment with the performance and sustainability objectives of the municipality as set
out in its IDP and SDBIP;
2. Development and implementation of an IT governance framework;
3. Value delivery: concentrating on optimizing expenditure and proving the value of IT;
4. Risk management: addressing the safeguarding of IT assets, disaster recovery and continuity of
operations; and
5. The protection and management of information.
6. Therefore, the council shall operate with IT governance in mind.
7. IT shall be on the council agenda.
8. IT performance shall be measured and reported to the council.
9. The council may consider appointing an IT steering committee or similar function to assist with its
governance of IT.
10. The risk committee has the responsibility to oversee the broader risk implications of IT. The audit
committee should consider IT as it relates to financial reporting and the going concern assumption.

IT Governance recognizes that information and information technology is at the heart of the modern organization.
IT

governance

is

the

difference

between

success

and

failure

in

today's

high

technology

environment. Organizations are more and more dependent on their information systems. Regulators and the
public are increasingly concerned about the proper use of information, particularly personal data. The threats to
RUSTENBURG LOCAL MUNICIPALITY
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information systems from criminals and cyber terrorists are increasing.

The situation continues to

deteriorate. Many organizations are identifying information as an area of their operation that needs to be protected
through corporate governance plans as part of their system of internal control.
The IT Governance framework has been defined in the MSP and Technology Architecture Documents (TAD).
The following goals are identified for IT governance in the strategy period:
1. Establish the IT Governance framework as specified in MSP and TAD
a. Establish IT Council as central body governing acquisition of IT assets
b. Establish IT Security Council as custodian of information security
c. Put in place all governance policies
d. Establish IT standards as proposed in TAD
2. Ensure compliancy with King IV recommendations on IT Governance
7.4

Security Goals

Information security is a critical element of information management. The municipality is custodian of sensitive
customer information which is regulated by Acts of Parliament in particular the recently enacted POPI (Protection
of Personal Information) Act of 2013. The Security goals are:
1. Establish Security Council
2. Appoint IT Information Security Officer
3. Put in place comprehensive array of information security policies some of the key ones being:
a. Group Information security policy
b. Disaster recovery Plan
c. Business continuity Service Plan
d. Backup and Procedure policy
e. Firewall policy
f.

Password Policy

g. Patch Management Policy
h. IT Change Management Policy
i.

CGICT Policies Framework

4. Adopt Information security frameworks
a. ISO 38000
b. COBIT
7.5

Process Goals

RUSTENBURG LOCAL MUNICIPALITY
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Business processes are the execution points for all services that an organization provides. Some processes are
internal servicing the administrative requirements of the organization while others are external providing
interaction with external stakeholders.
The process goals for the strategy period are:
1) Ensure all key business processes are supported by IT to improve organization performance: Some
of the process are:
a. Project Management
b. Program Management
c. Contract Management
d. Auditing
e. Financial Management
f.

Citizen Relationship Management

g. Facilities Management
h. Governance and Risk Management
i.

Work Teams Dispatch

j.

Fleet Management

2) Ensure a workflow technology underlies all key business process as the basis for process
automation
3) Enable process management and measurement
4) Ensure the municipality has business intelligence tools to provide visibility on performance on all
key performance areas.
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8

IT Strategy Implementation Timeframe

Figure 5 IT Strategy Roadmap
Figure 5 shows the strategy implementation roadmap as suggested in the MSP. For purposes of this document
the 2013 and 2014 initiatives that have not been undertaken must all be implemented in 2021. The main
objective is to take municipal infrastructure from current level of maturity to truly on-demand cloud based
services.
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Technology Development Budget
2021

2022

2023

2024

(000s)

(000s)

(000s)

(000s)

Infrastructure and support

4,800

3,600

1,800

2,500

Containerized Datacenter

2,000

1,500

Item

Notes

Containerized data centers offer
better protection against disasters
and improve overall site security

Network Upgrade
Design Mobility Strategy
Network Architecture design

4,000

2,000

2,500

600

400

1,600

280

800

400

1500

800

400

600

and implementation
Virtual Platform Architecture
Implementation
Server and Storage Capacity

3,000

3,000

Increase capacity to meet

Increase

increased demand from new
projects

Implement FIM Identity

2,200

220

220

220

4,000

4,000

2,000

2,000

Management
Print Management

Outsource printing to service
provider

ERP

8,000

2,800

4,400

1,600

Electronic Billing Presentation

3,600

680

480

690

ECM/DCM

4,000

800

600

4,500

Call Centre Upgrade

1,800

2,000

1000

1,500

CRM

4,000

400

400

400

Implement CRM system

5,000

500

500

Municipal-wide project

Project Management

management practice introduced
and standardized

RUSTENBURG LOCAL MUNICIPALITY
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Security Frameworks

4,500

1,600

1,600

300

COBIT and ISO27001

700

400

300

200

Need to develop governance

development
Governance framework
development
Business Intelligence

framework described in MSP
4,500

5,000

500

500

Introduce and deploy BI for realtime reporting on municipal
activities

Facilities Management

4,00

5,000

500

500

System to manage buildings,
booking of facilities (halls, stadia,
cemetery, etc.) online

RUSTENBURG LOCAL MUNICIPALITY
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10

2021 Action Plan

This section provides a high-level list of all of the tasks required to implement the technology plan in current
year.

Name

Task

Due by

Research ERP options

Q1

Network Architecture design

Q1

Research and specify Project

Q3

Management Applications
Specify and procure additional Server

Q2

Infrastructure
Develop Security Policies

Q2

Implement CRM

Q1

Implement ECM/DMS

Q2

Develop governance framework

Q2

Study and specify appropriate BI

Q4

platform
Implement EBPP

Q3

Develop Mobility Strategy

Q1
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11

Conclusion

The IT strategy is based on the MSP and TAD developed in 2014. IT’s raison d’etre is to provide technology
support to the organization. The individual departments are responsible for strategies to improve their operations.
IT organization is will to help other departments evolve suitable strategies for harnessing technology to improve
their operations and thereby improve service delivery. It is vital that the governance structures and policies be
established and made functional as early as possible in this 2020/2021 financial year. In line with the city’s
aspirations to become a world-class city IT aspires to provide world-class IT infrastructure for the city. The first
step in that direction has been achieved by providing a state-of-the art DR infrastructure consisting of virtual
servers spanning two sites i.e. main site at Mpheni House and DR site at Electricity Department which are linked
by a high speed 2x50Mb link. The rest of the investment proposed is designed to systematically take the
infrastructure to the next level. As IT Unit, we are confident that with municipal management support as well as
Council support Rustenburg will soon be show-cased as a city with the most advanced infrastructure to be copied
by other administrations. Above all, this investment will tell where it counts, when the service delivery to citizens
is drastically improved; when the city becomes responsive to citizen’s request for service and management is able
to timely intervene when service delivery has deteriorated.
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APPENDIX 1 – Except from MSP – Chapter 2 “Understanding Status Quo Chapter “
A.1

Background

In the last MSP the Consultants examined the existing business systems in the municipality; the objective of this
review was to assess the current systems compliance to government regulations where applicable, the extent to
which they meet present and future user requirements, the platform and technologies used by these systems and
the flow of information and the quality and extent of integration and interfacing between various applications was
also analysed.
A summary of the current systems as per the past MSP are shown below.

Figure 6 Overview of existing systems



The dotted arrows indicate a manual exchange of data between applications.



A box with dotted borders indicates an initiative under investigation,



a box with double borderlines shows an initiative that is underway, and



a box with single solid borderlines indicates a system that is implemented.

The assessment of existing systems within Rustenburg Municipality highlighted the following facts:
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 There is only one system implemented at strategic level, which suggests that information for a better decisionmaking process is not readily available.
 There is a lack of systems at operational level, which means that carrying out the municipality’s mandate is
challenging.
 The municipality is fairly equipped with support systems and some initiatives are being pursued in this
category (Help Desk and PMS).
 Integration between existing systems at support level is minimal.
A.2

Description of systems

A.2.1

Central Network Services

The network is the glue that holds together the IT environment and should be designed to be robust enough to
ensure a high level of availability and resilience. The network consists of the Local Area Network (LAN) within
each site and the Wide Area Network (WAN) which links sites. A network outage takes down multiple users and
therefore should be a rare event by design.
A.2.1.1

Network Operating System

The municipal environment operates on a Microsoft Windows domain environment. The RLM domain is recently
installed and operational. Due to the present level of maturity of the environment a lot of the services are still yet
implemented. As part of the MSP roadmap activation of all the features that an Active Domain (AD) network
operating environment will be defined.
At a hardware infrastructure level RLM uses LAN switches provided vendor. This is not leading equipment in this
space and therefore falls short in terms of available features. The network is not programmed to provide differential
quality of service (QoS) at present. Going forward, running many critical applications including voice over the
same infrastructure will place further demands on the network infrastructure that may necessitate comprehensive
revamping of network infrastructure to meet operational and strategic requirements.
A.2.1.2

Software License Management

The municipality is utilizing many licensed software applications. There is no systematic management of software
license. In fact the best practice is to have a software asset management practice. This is an area that will be
explored further in this MSP to bring municipal systems in conformity to best practice.
A.2.1.3

Help Desk

RUSTENBURG LOCAL MUNICIPALITY
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A help desk is required to manage requests for assistance by users. A Help Desk is in the process of being set up
using an outsource contract and integrated system management solution. It is still a requirement to define processes
that are clear and communicated to end-users relating to utilizing help desk facilities.
A.2.1.4

Configuration/Hardware Inventory Control

A proper capability for efficient intervention requires an up-to-date inventory of configurations and hardware.
Configurations must be standard in all switches and routers. There is currently no application to handle this
requirement and it will be included as part of the MSP roadmap.
A.2.2

Office Automation

Office automation consists of those applications that are used by end-users in their day-to-day activities such as
email, word processor, spreadsheets, presentations, etc. It is important to have a standard suite of office automation
applications that are consistent in terms of version and features. Microsoft Office 2016 is the standard suite of
applications for office automation.
A.2.2.1

Email/Scheduling/Calendar Management/messaging

RLM runs on a Microsoft Exchange messaging environment. The Microsoft Exchange Server is recently installed.
Email is the channel of choice for communication, possibly only second to voice communication. Email
communication provides a formal channel of communication that enable easy tracking of issues as well as a
permanent record of engagements and transactions. Email is widely used and municipal workers are competent to
use it effectively. An area that needs attention is getting the users to use the powerful calendaring features provided
by the platform for scheduling meetings among individuals as well as booking the meeting rooms. The
municipality will gain in terms of operational efficiency by utilizing this communication resource; it will also
improve the engagements with external parties.
Electronic messaging includes also chat messages as well as the emerging social media platforms. Microsoft
Exchange in combination with Microsoft OCS provides an internal channel for chat communications. This is
currently not being utilized.
A.2.2.2

Personnel Directory

It is important to be able to locate people and understand where they fit in the hierarchy. A municipal-wide
directory of all people and their roles must be available. Active directory can be the official personnel directory
but it needs to have all information about people such as their internal telephone extension, cellphone number,
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email address and organizational role. At present this is not the case; AD holds only the email address info fir now
and this will be part of the MSP roadmap.
A.2.2.3

Graphic/Desktop Publishing

No desktop publishing software is currently being used.
A.2.2.4

Presentations

As part of the standard Office 365 suite PowerPoint is the standard application for presentations.
A.2.2.5

Spreadsheets

As part of the standard Office 365 suite Excel is the standard application for spreadsheets.
A.2.2.6

Word Processing

As part of the standard Office 365 suite Word is the standard application for word processing.
A.2.3

Internet

Internet Explorer version 9 is the standard browsing interface for users. There is need to upgrade all users to the
latest browser version.
A.2.3.1

Website management

TBA
A.2.3.2

Internet email

Accessing the corporate email over the Internet can be achieved by suitable configuring of Exchange servers for
web access to email. This is convenient for users who can access their emails securely from any computer using
this access method. This is currently not the case. The plan is to combine this requirement with archiving solution
and enable users to access their email over the Internet.
A.2.3.3

Internet access

Internet access is through a firewall and proxy. This enables users to safely access Internet without compromising
the network. The current Internet service is provided using ADSL (asymmetric digital subscriber lines) from
Telkom. This is not adequate for an organization of the size of RLM. There is need for a major Internet service
RUSTENBURG LOCAL MUNICIPALITY
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upgrade by getting optic fiber lines to provide higher capacity Internet connectivity. Without Internet, there is no
email communication which is major communication channel for RLM. It is therefore important to have a dual
vendor strategy where connectivity is provided by two separate service providers so that in the event one is down
the other maintains service up.
A.3

Business Specific System Requirements

In this section, we describe the structure of RLM identifying the key functions performed by the different
directorates and processes that support them. Systems that currently support specific processes are identified.
Where there are gaps, these are also identified.
A.3.1

Municipal Manager Directorate

In terms of section 55 of the Municipal Systems Act, 2000 read with the Municipal Finance Management Act the
Municipal Manager is the Accounting Officer and responsible for the entire administration and management of
the Municipality. The Office of the Municipal Manager derives its mandate from several pieces of legislation i.e.
the Constitution, Municipal systems Act, Municipal structures Act, Municipal Finance Management Act,
Ordinances relevant to local government, bylaws and council resolutions. He is also responsible to ensure that the
Water Services Trust which is an entity established by the Municipality is accountable to the municipality and
execute the mandate.
The functional units allocated to the Office of the Municipal Manager:
a. Strategy and Planning
b. Project Management unit
c. Regional Community Centers
d. Internal Audit
e. Risk Management

A.3.1.1

Identified System Requirements

The following systems are necessary to support this directorate:
1. Strategy Management Application
2. Enterprise Project Management
3. Customer Relationship Management
RUSTENBURG LOCAL MUNICIPALITY
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4. Integrated IT Services Management Platform
5. Help Desk
A.3.2

Corporate Support Services

The role of this directorate is to provide an effective and efficient legal and valuation, administrative support and
human resource service to the Rustenburg Local Municipality to ensure coordinated and integrated provision of
services to the community.
a. Functions of the Directorate:
b. Human resources acquisition and maintenance
c. Human resources employment relations
d. Human resources employee training and development
e. Legal services and valuation support
f.

Committee work, reproduction and distribution

g. General administration
h. Archive management
Four key functional areas are covered in this directorate: human resources management, legal services, payroll,
and general administration. The main system is the payroll application SAGE 300.
A detailed description of the expected functional capabilities of the system is detailed below.
A.3.2.1

HUMAN RESOURCES

The role of technology in the Human Resources department is to facilitate the management of information on
current, past, and future (prospective) employees. It must ensure the protection of confidentiality and provide
reliable, accurate, timely, and secure access to appropriate HR staff. It must also assist with communications to
external agencies as well as internal staff and departments.
A.3.2.1.1 ABSENCE AND LEAVE
The Absence and Leave Subsystem provides for recording, maintaining, tracking, and reporting absence and leave
time accrued and used by employees.
A.3.2.1.2

APPLICANT TRACKING

Maintains a database of applicant demographics, skills inventory, test scores, etc.
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2.3.2.1.3

EMPLOYEE MASTER FILE

Maintains a secured database of employee information with controlled access to appropriate fields and functions
relating to their employment at the City.
A.3.2.1.4 POSITION CONTROL
This is a series of programs that allows the user to look at the Employee Master File from an Organization Chart
perspective or at individual employees and their assignments to multiple job categories within the organization.
A.3.3.1.5 PAYROLL INTERFACE
The automatic or semi-automatic process of updating the appropriate Payroll information when relevant Personnel
data changes occur. Includes interfaces to internal or external Payroll Processing subsystem.
A.3.3.1.6

MANUAL WRITER

Tools to assist in the preparation of policy, employee, and other type of manuals and technical description
documents.
A.3.3.1.7 LAW INDEX
A database of legal statutes with search tools.
A.3.3.1.8 SKILLS ASSESSMENT
Testing instruments to assess the skill level of applicants and employees
A.3.4

Summary of identified systems

The following systems are necessary in this directorate
1. Payroll
2. Performance Management
3. Talent Management
4. Contracts Management
5. HR Management e.g. Employee Self Service/Manager Self Service (ESS/MSS)

A.4

Budget and Treasury
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The Budget and Treasury Directorate has to provide a financial administrative support function and financial
advice to other Directorates and the Council to ensure sound financial administration. Although the Directorate
has a number of core functions related to financial administration, the functions were clustered to be
accommodated in only two main Units. This increased the responsibility and functions of the two Unit Managers
but support cost effectiveness and control. Functions of the Directorate:
a) Financial Management Services
b) Budget Management
c) Financial statements and reports
d) Financial administration (asset management, investments, insurance, stock control, etc.);
e) Supply chain management
f) Creditors;
g) System control
h) Accounting Services
i) Metered services (billing/recovery of cost for water and electricity consumption)
j) Un-metered services (sundry debtors, rates and taxes, sewer and refuse);
k) Client services (enquiries and cashiers)
The Budget and Treasury Department facilitates management of financial information and reporting systems for
the Municipality. As an internal service department, it provide the tools and services to other departments and to
the employees to ensure timely and accurate information and processing of financial transactions in an auditable
and secure manner. The backbone system of this department is the PROMIS system.
A.4.1

Directorate vision

The vision of this directorate is to have a sustainable organization through sound financial management.
A.4.2 Key activities
The key activities of this directorate are:
a. Revenue management and billing
b. Supply chain management
c. Asset management
d. Budgets and reporting (financial planning and reporting)
A.4.3 Existing systems
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Figure 7 Budget & Treasury Existing Systems
The existing systems under this directorate are:
 SAGE Evolution
 SAGE 300
 Case wear
 IMQS (for asset management)
 Mini-call center for enquiries
A.4.4 What are the gaps?
a. The following gaps have been identified:
b. Lack of an ERP: - SAGE Evolution does not fulfill the requirements of a core financial system. There
is need to implement an ERP system and migrate away from SAGE Evolution
c. Lack of a document management system to capture and store support documents for payments
d. Lack of a contract management system
e. Lack of process automation e.g. online submission of applications

A.4.5

Burning points identified
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The following identified as burning points:
a. Require a CRM module urgently
b. Require a service portal to facilitate online payment of bills
c. Huge wastage in printing
A.4.6

Key reporting requirements

a. There is requirement to report on effectiveness of supplier rotation policy.
2.4.7

External linkages

a) There is requirement to link up with National Treasury for reporting
b) There is also requirement for linking to provincial systems for reporting
A.4.8 Systems Requirements
The following systems are required in this directorate:
1. ERP
1.1. Supply Chain Management
1.2. Financial Management
1.3. Billing
1.4. Electronic Billing Presentation
2. Business Intelligence
3. Contract Management
4. Document Management

A.5

Infrastructure Development and Management

The role of the Infrastructure Development and Management Directorate is to provide basic affordable and
sustainable civil, electrical, mechanical and waste management services to the community of Rustenburg.
Functions of the Directorate:
a. Electricity Reticulation – Bulk supply of electricity that includes for the purposes of supply,
transmission, distribution and where applicable generation of electricity to areas where the
municipality has been providing this services prior to authorization.
b. Storm Water – Management of systems to deal with storm water in built- up areas.
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c. Water – Establishment, operation, management and regulation of a portable water supply system,
including the services and infrastructure required.
d. Sanitation – Establishment, operation, management and regulation of a functional sanitation
system, including the services and infrastructure required.
e. Municipal Roads – Construction maintenance and control of a road network which the public has
the right to.
f.

Street Lighting – Provision and maintenance of lighting for illuminating of streets.

g. Municipal Public Works – Any supporting infrastructure or services to empower a municipality to
perform its functions.
A.5.1

Directorate vision

The vision of the directorate is to ensure services are delivered in the most effective and efficient way.
A.5.2 Key activities
The key activities for this directorate are:
a) Water and sanitation
b) Roads and storm water
c) Electricity
d) Public lighting
e) Solid Waste
f) Maintenance of building service
g) Availing transport to all directorates
A.5.3 Existing systems
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Telemetry

AutoCAD

Fleet Management

Meter Reading

GIS

Electricity Vending

Waste Management

Infrastructure Development and Management

Email, telephones, Internet
Figure 8 Existing systems in Infrastructure Development and Management
a.
b.
c.
d.
e.
f.
g.
h.

The existing systems are:
Fleet management systems
Waste Management System
Meter Reading
Telemetry
GIS
AutoCAD
Electricity vending

A.5.4 What are the gaps?
a)
b)
c)
d)
e)
f)
g)

The identified gaps by the directorate are:
AutoCAD (Need to renew license)
CRM application
Digitization of records
Document Management
Asset Management
Application to assist in coordination e.g. DMS with workflow
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A.5.5
1.
2.
3.
4.
5.
A.5.6

Burning points identified
The burning points are:
Converting physical records to electronic records
GIS
AutoCAD
Project Management
Key reporting requirements

Key reporting requirements are:
1. Quarterly report on KPIs to council
2. Report monthly to Portfolio Committee and Manco
3. Ad hoc reports
A.5.7

External linkages

Need to link to:
1. Department of Corporate government and Traditional Affairs
a. Project Management Unit report on Municipal Infrastructure Grant
A.5.8 Systems Requirements
1. Pre-paid Electricity System
2. Housing Management
3. GIS
4. Waste Management
5. CRM*
6. DMS
7. Issue tracking*
8. Project Management*
* New systems required.
A.6

Community Development

This Directorate is responsible for the management, provision and maintenance of community facilities, library
and information services, primary health care services and environmental health care services. Key functions of
the Directorate are:
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1. Community Facilities
a. Provide and maintain cemeteries
b. Provide and maintain park
c. Provide and maintain sports facilities
d. Provide and maintain swimming pools
e. Provide and maintain community halls
2. Health Services
a. Provide clinic services
b. Provide environmental health care
c. Provide HIV programmed
3. Library Information and Services
a. Provide library and information services
A.6.1

Directorate vision

The vision of the directorate is to provide high quality services in a citizen-centric fashion as enshrined in
Government’s Batho Pele ethos. This vision is driven by a value system known as PROFESSIONAL.
A.6.2

Existing systems

Management of community facilities and health centers is based on manual systems. The library service uses the
SLIMS application provided by SITA.
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Figure 9

A.6.3

Existing Systems in Community Development Directorate

Identified gaps

There is an understanding in the directorate that IT systems can facilitate efficient service delivery. In particular
the following systems are desirable:
a. Providing email facilities to Parks and Cemetery sites
b. Providing link between complaints office for community facilities and municipal complaints office
(This is being addressed by the current project of an integrated community center (ICC))
c. Electronic booking of community center facilities including library auditoriums
d. Reliable communication infrastructure linking the outlying sites. The current radio service is erratic
and sites can lose service for days at a time
e. Providing connectivity to linking all the municipal libraries (only a few connected right now)
f.

Providing public internet access to communities

g. Providing email and fax to 3 clinics that are still without such facilities
h. Providing telephones in consulting rooms to facilitate booking of appointments for clients
i.

Provide SMS facilities for health workers to interact with patients

j.

Faster resolution of faults by IT
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A.6.4

Systems Requirements

The following systems are necessary in this directorate:
1. Health Facilities Management Systems
1.1. Primary Health Care Management System
1.2. Pharmacy Management System
1.3. Community Health Management System
1.4. Hospital Management System
2. Library Information Management System
3. Facilities Management System
A.7

Directorate Planning and Human Settlement

The purpose of the Directorate Planning and Human Settlement is to provide the public; both residents and
businesses with an excellent service on developmental planning and building regulations; and facilitate the creation
of a conductive environment for the development of the Rustenburg’s economy. The directorate will ensure that
environment management occupies a center stage in our developmental initiatives in Rustenburg.
Functions of the Directorate:
a. Development Planning (Estates Administration; Future Planning; Land Use and Law Enforcement)
b. Environment Management (Policy Review and Research; Assessment and Monitoring; Management
Systems and Auditing; Education, Promotion and Communication)
c. Housing Provision (Rental Administration; Housing Schemes)
d. Building Control and Regulation (Building Inspectorate)
A.7.1

Directorate vision

The vision of this directorate is to provide services that ensure sustainable development of communities.
A.7.2

Existing systems

Existing systems that support this directorate are shown in the diagram below.
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Figure 10 Existing Systems for Planning & Development
The nature of work in this directorate is such that it generates a lot of documents which have to be circulated
throughout the municipality. Document management is a key system that is required in this area. There is a housing
system called HSS that is hosted by the provincial department that this directorate has read access to. Should the
municipality be accredited as a metro it will be necessary to host its own HSS system that allows creation and
deletion of documents. For our purposes the HSS is depicted sitting on a cloud. This does not imply that this
system is implemented using cloud-computing technology.
A.7.3

Identified gaps

The gaps that have been identified are as follows:
a) Interaction between different directorates is not optimal. Challenge in coordination due to much
pushing of paper documents. A system to circulate documents and get approvals is required. The
nature of this requirement points to a need for a document management systems with collaboration
features running on an organization-wide workflow system.
b) Poor coordination in terms of meetings. Lack or non-use of organization-wide calendar function
results in too many meetings aborted due to lack of quorum.
c)

Need for a system to foster quick and fast decision-making and information interchange.

d) Need to regulate attendance for workers. Many employees come late and truancy is prevalent.
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e) Need for a system to manage assets. The municipality buys and sales a lot of land, there is need for
a system to track transactions and keep track of assets from acquisition to disposal.
f) Need to link to Deeds Office. Current system is only available in Finance only
g) Need for own HSS system once city is accredited
h) Need remote access to office systems and application
i) Reduction in turnaround time from issuing specifications for system to getting municipal manager
sign-off is too long
j) Need IT systems expert to run municipal systems
k) Need to address capacitating end-users to fully utilize systems
A.7.1

Systems Requirements

The following systems are required in this directorate:
1. Development Planning System
2. Housing Management System
3. Regulatory Compliance Management System
4. Environment Management System
A.8

Directorate Public Safety

The strategic vision of the Rustenburg Local Municipality is to create a successful Rustenburg for the benefit of
all. Central to this strategic vision is the realization of safe and secure environment for all the communities of
Rustenburg.
The Directorate Public Safety strives towards this through the following key functional responsibilities:
a. Emergency and Disaster Management
b. Traffic Services
c. Crime Prevention
d. Licensing and Administration
A.8.1
A.8.1.1

Existing Systems
Directorate Vision

The vision as articulated by the director can be encapsulated in his statement that “We want to operate smart”.
This vision leads from the Municipal vision of a world-class city. It is a vision that realizes the inefficiencies
associated with discrete non-integrated systems. It expresses an aspiration towards having systems that automate
processes and brings relevant information to the fingertips of workers to empower them to make timely and
effective decisions. It is a vision that seeks to provide visibility on the state of activities of the directorate and give
the director and his senior managers dashboards that are indicators of key activities enabling them to take timely
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interventions when necessary. It is a vision that seeks the broadening the interaction interface with customers by
using multiple channels to enable citizens to report and track complaints or incidents.
A.8.1.2

Existing systems

The directorate has the following systems: Traffic Management System (Traffman), eNaTIS and a fleet
management system.

Figure 11 Existing systems used by Public Safety Directorate

Traffic Management System
The traffic management system controls the traffic lights within RLM. This is an intelligent system that enables
synchronization of traffic lights to ensure smooth flow of traffic within the city.
eNaTIS
The National Traffic Information System (eNaTiS) is used as a register that supports the National Road Traffic
Act, 1996 (Act no. 93 of 1996) and Regulations.
a) The eNaTiS includes registers of the following:
b) Motor vehicles
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c)
d)
e)
f)
g)
h)

Vehicle manufacturers, importers and builders
Motor trade numbers
Temporary and special permits
Operators
Driving licenses and professional driving permits
Infrastructure: authorized officers, instructors, driving license testing centers, vehicle testing
stations, examiners of vehicles and examiners of driving licenses.
i) Accidents
j) Contraventions
k) Vehicle fitness (roadworthiness)
The directorate is a user of this system which is provided by the National Department of Transport (NDoT) and
the 9 provinces. This system is operated by Tasima (PTY) Limited on behalf of NDoT.
Fleet Management System
This is a system procured and operated by the Infrastructure and Development Directorate and is used for
tracking all municipal vehicles.

Closed Circuit Television (CCTV)
CCTV is installed in the municipality to monitor sensitive areas and buildings for security purposes.
Communication systems
The directorate uses normal communication tools such as email, telephone and Internet. There is a high
dependency on email communication to make it one of the critical systems that is expected to be available all the
time.
Physical Access Control System
The physical access control system is a new system being installed that will use biometrics for access control into
municipal buildings.
A.8.1.3

Gaps identified

The directorate identifies the fact that the systems used are not integrated on to another as a major weakness. This
lack of integration results in the systems being less effective. Systems must work in concert sharing information
and transaction events to provide more meaningful intelligence. For instance, an access and control system that is
not linked to attendance registers and human resources management is not useful beyond controlling access to
sites. Integration to human resources management enables managers to know patterns of attendance, absenteeism
and time wasted in non-productive activities such as lunch, smoking breaks, tea breaks or even moon-lighting. It
goes without saying that a world-class city requires a dedicated and diligent workforce. People react to monitoring
and measuring. Where there is minimal monitoring and measuring, truant behaviors are rampant. There is no way
to systematically improve productivity.
The directorate has identified the following systems as necessary:
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1) License management system: the municipality issues many different licenses and needs a system
that can provide access for all licenses. Such a system will enable municipal officers to verify on the
spot any license presented by a licensee e.g. a hawker’s license can be verified by municipal police
or inspectors.
2) Critical Asset Tracking: the municipality has many assets that need to be tracked. Other than
vehicles that are tracked using the fleet management system the municipality owns critical assets
such as firearms. The tracking of municipal firearms is a critical to minimize the risk of abuse of
these firearms.
3) Asset Management: the management of municipal assets to tackle pilferage of assets and track cases
of stolen assets. This system should link to insurance claims. At any one-time summary reports
should show the status of assets and outstanding cases relating to stolen or missing assets.
4) Integration of systems to the municipal core financial systems. Without this integration the
processes of payments and verification of payments is laborious requiring the client to provide
proof of payment. Linkage with financial system will simplify processes where clients pay for
services or licenses improving customer convenience and satisfaction. It will be possible to explore
utilization of third party payment systems such as Easypay.
5) Integration of access control system to human resource management to make it a time and
attendance system as well as linking into other municipal systems to enable 3600 view of employee
activities within municipal premises.
6) Business Intelligence System: Analysis of business processes and transactions and identifying of
significant trends is an important part of managing a complex business environment. Directorates
are big and executives have to depend on information provided by subordinates to understand key
issues in the business environment. The reality is that sometimes-important information is filtered
from executives until late. Executive dashboards should be provided that provide summarized
information for executives with critical indicators on the key processes and initiatives. At a glance
executives, should be able recognize a potential problem and proactively intervene. For instance,
increasing queues beyond determined thresholds can alert executives that there may be a major
service provision disruption. Tracking of incidents and identifying of trends can help in devising
strategies to eliminate chronic problems. For instance, analysis of crime incidents can alert to the
pattern and geographical distribution of incidents enabling the directorate to devise effective
strategies to protect the public proactively.
7) Crime Management System: such a system will address cases of violations generated by municipal
officers and track cases to conclusion. This should be able to link with SAPS systems for handover
and reporting purposes. The latter to ensure that there is a complete view of criminal activity for
areas that fall within municipal boundaries.
8) Establishment of an integrated communication center to ensure client facing staff complete
information to service clients.

A.8.2

Systems Requirements

The following systems are required in this directorate:
1. Emergency Service Management System

RUSTENBURG LOCAL MUNICIPALITY

41

IT STRATEGY PLAN 2020-2024

2. Traffic Management System
2.1. Traffic Lights Management
2.2. Traffic Violations Management
3. Licensing Management System
4. Crime Management System
A.9

Directorate Local Economic Development

The mission of the Local Economic Development directorate is to create a diverse economy by 2014. The vision
of the local Economic Development directorate is to facilitate and promote a conducive environment where diverse
domestic and international investment could be harnessed, thereby encouraging sustainable local economic
growth, development, empowerment and transportation.
The core functions of the Directorate:
1. SMME Development
a. Training and skills development that include amongst others skills in construction,
procurement, development of entrepreneurial skills, etc.
b. Facilitation of access to funding.
c. Exposure to markets and business opportunities.
d. Promotion of partnerships, etc.
e. Linking with prospective funders for SMME development projects
f.

Promotion of the National legislation that include the different Charters that relate to SMME
and business development

g. Facilitate job creation
h. Support and promote the RDP goals that support SMME Development at bids
i.

Report on the Supply Chain Management output

2. Tourism Development
a. Facilitation for the development of Tourism Entities like Hotels, Lodges, Bed & Breakfast
Facilities, Tourism Routes, meanders, hiking trails, tour guides, tour guides, tour operators,
ecotourism, etc.
b. Promotion of the Arts and Crafts.
c. Promotion of the Performing Arts.
d. Development of culture and heritage.
e. Branding and Marketing of the City.
f.

Linking with prospective funders for tourism development projects
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g. Promotion of partnerships, etc.
3. Rural/Agricultural Development
a. Facilitation of access to land for agricultural purposes
b. Supporting agricultural development
c. Linking with prospective funders for agricultural development project
d. Promotion of partnerships, etc.
4. Industrial Development including Manufacturing
a. All agro processing projects
b. Steel fabrication
c. Promotion of the manufacturing of the Arts & Crafts
d. Promotion of small scale mining
e. Promotion of partnership, etc.
o
A.9.1

Linking with prospective funders for manufacturing/industrial development projects

Directorate vision

The directorate vision is to create viable entities, sustainable jobs and policies that support a world-class city with
a diversified economy.
A.9.2

Key activities

The key activities for this directorate are:
a) Enterprise development and support
1) Development of industrial parks
2) Database for enterprises and drive accreditation with relevant bodies e.g. CIDB
registration for enterprises providing services in housing
3) Identification and coordination of procurement opportunities in the mining sector
4) Coordinating with suppliers for SMMEs for competitive pricing
b) Agriculture and rural development
c) Tourism development
d) Industrial development with special focus on manufacturing
e) Arts and culture and heritage development
f) Employment creation
1) Coordinating job placement for local skills
A.9.3

Burning points
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The LED directorate’s major function is initiation and coordination of activities within the municipalities as well
as with various external stakeholders. This directorate requires robust information systems that can enable it to
monitor and evaluate its activities. Some the burning points in this directorate are:
a. Need a system to facilitate public facilitation by way of online submission of documents and
harvesting of resulting comments.
b. Use of social media channels to engage with stakeholders
c. A system to assist in the process of area-based planning that captures the profile of each ward and
have this info presented with geospatial context
d. License management system that ensures all issued licenses issued go through an automated
lifecycle or issue, renewal and revocation meeting all legislator conditions including payment of
registration and renewal fees. It should be possible for field officers to verify licenses on the spot
e. Verification of all relevant business related certificates such as adherence to BEE codes
f.

Database of all SMMEs with status of their various accreditations

g. Applications to monitor and evaluate LED strategies and projects/programs
h. Software to assist in survey research to determine business environment – business climate and
regulatory environment
i.
A.9.4

Application to keep track of jobs created
Existing systems

The LED Directorate has the following systems:
a) SPSS statistics processing software which was procured but is not installed
b) Manual database of 2700 SMMEs
c) Global Insight software (procured by Bojanala District Municipality)
A.9.6

Gaps identified

a. The following gaps were identified:
b. Lack of document management system
c. Lack of Business Analytics to enable reporting of various indicators such as:
a. Jobs created
b. SMME contracts
d. Lack of monitoring and evaluation framework and applications
e. Lack of planning tools
f.

Lack of stakeholder engagement platforms
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a. How to engage with those stakeholders who cannot physically be present in consultation
gatherings
g. No remote access to business applications
h. Lack of linkage to relevant Government systems such as Home Affairs and CIPC (Companies and
Intellectual Property Commission, formerly CIPRO)

A.9.5

System Requirements

a) The following systems are necessary in this directorate:
b) Investment Management System
c) Program Management System
d) Strategy Management System
e) License Management System
f) SMMEs database
g) Document Management System
h) Social Media Communication and Analytics Application
A.10 Rustenburg Rapid Transport (RRT)
This is a program that will bring about an integrated transport system in the Municipality of Rustenburg area.
Rapid Transport, also known as Rapid Transit (RT) or Integrated Rapid Transit (IRT), refers to a mode of public
transport that is fast and efficient. A rapid transport system provides an integrated transport network of safer, faster,
affordable and more efficient public transport. It operates on fully or partly dedicated roads and transport routes.
It connects with existing systems of rail, buses and mini-bus taxis, ensuring that people can move much more
easily around a city. The Rustenburg Rapid Transport (RRT) system will be integrated, which means that the
various public transport modes in Rustenburg - will work together in synergy.
A.10.1

Directorate vision

This is a program still in project phase. The present vision is to ensure that this project is completed on time and
on budget.
A.10.2

Burning points

RRT program is currently not integrated to municipal systems making working with other directorates very
difficult. Even the email addresses used are different from those of the municipality; these facilities are
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independently supplied by a third party that has direct contract with RRT program. In summary, the following
burning point have been identified:
a) Migrate RRT employees into municipal email system
b) There is no document management system. RRT documents are stored via a facility provided by the
third-party supplier. This arrangement is expensive and has no guarantees on the confidentiality of
documents submitted to a public cloud system based on Dropbox.
c) There is no local area network (LAN) and the RRT users are connected over a wireless network
whose security policies are not known; this puts the municipality at risk.
d) There is need to integrate to other municipal systems such as financial system
A.10.1 System Requirements
The following systems are necessary in this directorate:
a) Integrated Transport Management System
b) Communications solutions integrated to municipal systems (email, telephone)
c) Document Management System

A.11 Policy Review

This policy will be reviewed After Five years from date of adoption and may also be reviewed when
there is a need to address a critical issue not addressed or not adequately addressed by this policy.
The policy may also be reviewed to address issues as indicated by the Auditor General’s Office.
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